Panasonic

INDUSTRY
BSP Release Notes
Platform details
Platform BSP ID Previous Current Date
HMe04, HMe07, HMe10, HMx705 UNG60 3.1.403 3.1.605
23. May 2025

Devices with this BSP version can only be programmed with HMWIN version 4.5 or higher.

Items in this table are classified as:

Feature Implementation of a new feature
Bug Solution to prqblems reported by users. ’ ‘ ‘
Summary may include the Case ID number assigned during technical support
C Activities related to common vulnerabilities and exposures (CVE)
Implementation related to cyber-security. It may include features or bugs

Items coloring gives evidence between items included in previous release and items included in current

release:
Item included in Previous version
Black item Item included in Current version
Ticket ID Type Summary Notes
BSP-5947 Bug Interfaces not always reachable after reconfiguring
network
BSP-6219 Bug Appllcatlpn package fails to install if zip archive is created
under Windows
BSP-6240 Bug Video player stops working after some time UNG65 only
BSP-6248 Bug JMpConflg system service restarted on high cpu usage,
visible only on slower panels
BSP-6578 Bug Dewge restore might fail while certain applications are
running
BSP-6694 Bug Factory restore fr'o'm USB is not executed under
uncommon condition
BSP-15888 Bug Sensor Working Voltage and Absorbed Current displays 0 UN78 only
BSP-4445 Bug Local System Settings UI freezes on enabling NTP
NTP request seems not working except on HMI starting -
BSP-5636 BUI | Case ID: 202305656
BSP-6967 Bug Error in system settings while managing secrets
BSP-7023 Bug System settings page not loading first time in random
case
BSP-7075 Bug Fixed Ul issues on BSP Authentication
BSP-7741 Bug Firewall whitelist/blacklist sometimes not working at
startup
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BSP-7753 Bug MainOS sometime fails to update from ConfigOS

BSP-7756 Bug Machine.ini fails to apply without cleared etc

BSP-7823 Bug Improved Boot time

BSP-7824 Bug ?hpepgg?/'gicc;r};ntsg:l;?;ght show an error and fail to reboot
Fixed random error handling on read memory causin

BSP-7833 Bug HMI runtime errors (ready-gnly data partitiony) °

BSP-7847 Bug :/S\lsirl]:;)\-Ncr::enfgezror;jgg(i)l;o start at boot (randomic

BSP-7861 Bug System Settings sometime shows bad labels while loading

BSP-7864 Bug Codesys not running properly with user app

BSP-7891 Bug Improved service page loading UNG60 only
When executed clear settings from mainos, at first bootup

BSP-7897 Bug in mainos, when system apply new settings display
remains black for 1min

BSP-8097 Bug (Tr);;;edi(f)rr:incr i(;r;usey)stem Settings Refresh on Network Page

BSP-8206 Bug ;((;ig?siitrzl:;cs;(:tinPgroceed / Cancel buttons not visible in

BSP-5741 C CVE-2023-52458

BSP-5689 C CVE-2021-46933

BSP-5701 C CVE-2021-46953

BSP-5704 C CVE-2021-46941

BSP-5722 C CVE-2023-52463

BSP-5723 C CVE-2023-52467

BSP-5726 C CVE-2024-26600

BSP-5727 C CVE-2024-26601

BSP-5728 C CVE-2024-26602

BSP-5751 C CVE-2021-46906

BSP-5794 C CVE-2022-48657

BSP-5809 C CVE-2024-26934

BSP-5816 C CVE-2022-48672

BSP-5820 C CVE-2024-27020

BSP-5889 C CVE-2024-36971

BSP-5925 C CVE-2024-27903

BSP-5927 C CVE-2024-27459

BSP-5929 C CVE-2023-52340

BSP-5930 C CVE-2024-24974

BSP-5931 C CVE-2024-39936

BSP-5965 C CVE-2022-22824

BSP-5972 C CVE-2021-22931

BSP-5973 C CVE-2021-22930

BSP-5974 C CVE-2021-38297

BSP-5975 C CVE-2023-24538

BSP-5976 C CVE-2023-24540

BSP-5977 C CVE-2023-29402

BSP-5978 C CVE-2023-29404
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BSP-5979 C CVE-2023-29405
BSP-5980 C CVE-2024-24790
BSP-5981 C CVE-2022-22822
BSP-5982 C CVE-2022-25315
BSP-5983 C CVE-2022-25236
BSP-5984 C CVE-2022-25235
BSP-5985 C CVE-2022-23852
BSP-5986 C CVE-2022-22823
BSP-5987 C CVE-2022-23806
BSP-5988 C CVE-2021-45960
BSP-5990 C CVE-2022-22825
BSP-5991 C CVE-2022-22827
BSP-5992 C CVE-2022-22826
BSP-5993 C CVE-2024-21626
BSP-5994 C CVE-2021-30465
BSP-5997 C CVE-2022-40674
BSP-5998 C CVE-2023-39323
BSP-6002 C CVE-2021-46143
BSP-6003 C CVE-2022-48622
BSP-6004 C CVE-2023-29403
BSP-6005 C CVE-2023-28642
BSP-6006 C CVE-2022-30580
BSP-6007 C CVE-2022-29162
BSP-6014 C CVE-2019-16884
BSP-6015 C CVE-2019-19246
BSP-6016 C CVE-2019-16163
BSP-6017 C CVE-2020-16845
BSP-6020 C CVE-2020-28362
BSP-6021 C CVE-2020-28366
BSP-6022 C CVE-2020-28367
BSP-6023 C CVE-2021-27918
BSP-6025 C CVE-2021-3115

BSP-6026 C CVE-2021-33194
BSP-6027 C CVE-2021-33196
BSP-6028 C CVE-2021-33198
BSP-6029 C CVE-2021-39293
BSP-6030 C CVE-2021-41771
BSP-6032 C CVE-2021-41772
BSP-6033 C CVE-2021-44716
BSP-6034 C CVE-2022-43680
BSP-6035 C CVE-2022-23772
BSP-6036 C CVE-2022-23773
BSP-6037 C CVE-2022-24675
BSP-6038 C CVE-2022-24921
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BSP-6039

CVE-2022-27664

C

BSP-6040 C CVE-2022-28131
BSP-6041 C CVE-2022-28327
BSP-6042 C CVE-2022-2879

BSP-6043 C CVE-2022-2880

BSP-6044 C CVE-2022-29804
BSP-6045 C CVE-2022-30630
BSP-6046 C CVE-2022-25314
BSP-6047 C CVE-2022-30631
BSP-6048 C CVE-2022-30632
BSP-6049 C CVE-2022-30633
BSP-6050 C CVE-2022-23990
BSP-6051 C CVE-2022-30634
BSP-6052 C CVE-2022-30635
BSP-6053 C CVE-2022-32189
BSP-6054 C CVE-2022-41715
BSP-6056 C CVE-2022-41720
BSP-6057 C CVE-2022-41722
BSP-6058 C CVE-2022-41723
BSP-6059 C CVE-2022-41724
BSP-6060 C CVE-2022-41725
BSP-6061 C CVE-2023-24534
BSP-6062 C CVE-2023-24536
BSP-6063 C CVE-2023-24537
BSP-6064 C CVE-2023-45287
BSP-6065 C CVE-2023-45285
BSP-6070 C CVE-2023-29400
BSP-6071 C CVE-2021-33195
BSP-6072 C CVE-2023-24539
BSP-6073 C CVE-2023-27561
BSP-6074 C CVE-2019-19921
BSP-6075 C CVE-2022-25313
BSP-6076 C CVE-2021-3114

BSP-6077 C CVE-2022-32148
BSP-6078 C CVE-2022-1705

BSP-6079 C CVE-2021-34558
BSP-6080 C CVE-2023-29406
BSP-6081 C CVE-2023-25809
BSP-6082 C CVE-2023-39319
BSP-6083 C CVE-2023-39318
BSP-6084 C CVE-2020-24553
BSP-6087 C CVE-2021-36221
BSP-6089 C CVE-2020-15586
BSP-6091 C CVE-2021-31525
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BSP-6092

CVE-2020-29510

C

BSP-6093 C CVE-2020-29511
BSP-6094 C CVE-2020-29509
BSP-6095 C CVE-2023-52426
BSP-6096 C CVE-2022-1962

BSP-6097 C CVE-2024-24789
BSP-6099 C CVE-2023-29409
BSP-6100 C CVE-2023-39326
BSP-6101 C CVE-2023-24532
BSP-6102 C CVE-2022-41717
BSP-6106 C CVE-2022-29526
BSP-6108 C CVE-2021-33197
BSP-6109 C CVE-2020-14039
BSP-6110 C CVE-2021-43784
BSP-6111 C CVE-2021-44717
BSP-6113 C CVE-2022-30629
BSP-6114 C CVE-2013-0340

BSP-6134 C CVE-2022-48847
BSP-6205 C CVE-2022-48822
BSP-6206 C CVE-2022-48796
BSP-6211 C CVE-2022-48790
BSP-6221 C CVE-2024-42154
BSP-6222 C CVE-2024-38428
BSP-6235 C CVE-2024-41087
BSP-6254 C CVE-2023-52885
BSP-6263 C CVE-2024-41000
BSP-6265 C CVE-2022-48926
BSP-6266 C CVE-2022-48919
BSP-6267 C CVE-2022-48912
BSP-6268 C CVE-2022-48742
BSP-6272 C CVE-2022-48732
BSP-6277 C CVE-2021-47589
BSP-6280 C CVE-2024-42302
BSP-6284 C CVE-2024-38538
BSP-6347 C CVE-2024-40958
BSP-6353 C CVE-2024-36978
BSP-6380 C CVE-2022-24903
BSP-6383 C CVE-2024-43882
BSP-6394 C CVE-2024-45490
BSP-6395 C CVE-2024-45491
BSP-6396 C CVE-2024-45492
BSP-6446 C CVE-2024-38381
BSP-6463 C CVE-2024-28757
BSP-6555 C CVE-2024-46798
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BSP-6559 C CVE-2024-46743
BSP-6590 C CVE-2024-46731
BSP-6612 C CVE-2024-46744
BSP-6613 C CVE-2024-46844
BSP-6628 C CVE-2024-46853
BSP-6703 C CVE-2024-47659
BSP-6706 C CVE-2024-47742
BSP-6707 C CVE-2024-47701
BSP-6708 C CVE-2024-47698
BSP-6710 C CVE-2024-47697
BSP-6714 C CVE-2024-49860
BSP-6757 C CVE-2022-49025
BSP-6758 C CVE-2022-49023
BSP-6776 C CVE-2024-49889
BSP-6777 C CVE-2024-49884
BSP-6783 C CVE-2022-48951
BSP-6790 C CVE-2022-49029
BSP-6791 C CVE-2022-48967
BSP-6792 C CVE-2022-48966
BSP-6793 C CVE-2022-49031
BSP-6794 C CVE-2024-50035
BSP-6795 C CVE-2024-50033
BSP-6798 C CVE-2022-49032
BSP-6801 C CVE-2024-50036
BSP-6868 C CVE-2022-49030
BSP-6870 C CVE-2022-48981
BSP-6872 C CVE-2024-47718
BSP-6873 C CVE-2022-49017
BSP-6874 C CVE-2022-49022
BSP-6911 C CVE-2022-48948
BSP-7060 C CVE-2024-49983
BSP-7266 C CVE-2023-40476
BSP-7269 C CVE-2024-47542
BSP-7270 C CVE-2024-47541
BSP-7286 C CVE-2023-40475
BSP-7287 C CVE-2023-40474
BSP-7288 C CVE-2023-37329
BSP-7289 C CVE-2023-37328
BSP-7290 C CVE-2023-37327
BSP-7296 C CVE-2024-47615
BSP-7297 C CVE-2024-47613
BSP-7298 C CVE-2024-47607
BSP-7299 C CVE-2024-47606
BSP-7302 C CVE-2024-47538
BSP-7306 C CVE-2024-47600
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BSP-7307 C CVE-2024-47774

BSP-7308 C CVE-2024-47775

BSP-7309 C CVE-2024-47776

BSP-7310 C CVE-2024-47777

BSP-7316 C CVE-2024-47599

BSP-7320 C CVE-2024-47778

BSP-7321 C CVE-2024-47835

BSP-6579 Feature Add LED feedback to device restore

BSP-6690 Feature Splash tap.-tap menu and network buzzer feedback
configuration

BSP-7285 Feature Add machine.ini support for the webserver https port

BSP-2900 Feature Support for new devices: eX705M, eXWare703M UN78 only

BSP-6147 Feature WiFi Plugin support for MicroEdge Basic and PLUS

BSP-6216 Feature Hldg SD card autom'oun't option in System Settings for
devices not supporting it
Hided some unsupported features on specific devices -

BSP-6218 Feature | -ase ID: 202403186

BSP-7020 Feature Old password should be not necessary to change admin's
default password
eSMART107: Change the serial port RX watermark level

BSP-7066 Feature based on the low_latency flag to handle a special UNG65 only
customer application and reduce CPU load

BSP-7284 Feature Support nginx include files from applications

BSP-7700 Feature Remove splash backlight on/off transition
OSS update: QT4 licensed under LGPL-3.0 when installed

BSP-7719 Feature together with QTS

BSP-7742 Feature Improve Yocto 3 performance (EPAD / System Settings)

BSP-8037 Feature Provide visual feedback when System Settings is loading

BSP-8374 Feature Avoid CPU peaks every 20 sec when System Settings is
closed

BSP-3284 S Human users identification and authentication related
improvements

BSP-3290 S Configurable password strength policy

BSP-3313 S Authorization enforcement for all users + role mappings

BSP-3317 S Auditable events improvements

BSP-3320 S Audit c§paC|ty, prch§5|ng failures, timestamps and
protection, accessibility

BSP-4584 Disable kernel magic keys support (Cyber Security)

BSP-5622 Add secure options to volatile mounts [hardening]
Allow Selfinfo discovery service to be disabled in system

BSP-5860 S ) . o
settings (service used for device discovery)
Authorization feature enforcement based on

BSP-6443 > requirements of 62443 4.2

BSP-1723 Rate limiter Cyber Security feature

BSP-3315 Session lock improvements

BSP-5797 Remote logging (RSysLog)

BSP-7074 S Encrypted update package support with support for

entering password
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BSP-5781 Bug Installation of large apps may fail due to insufficient space
also when not true
FTP server cannot be used through a NAT rule - Case ID:

BSP-5637 Bug 202400535

BSP-5540 Bug UN78 Improve CAN interfaces real-time performance

BSP-5277 Bug eX70? loses responses to RTR CANopen messages
occasionally

BSP-5239 Bug DNS servers are not saved if firewall or static IPs are
enabled
HMI freezes when using MPI protocol with serial plugin

e Bug modules - Case ID: 202302120

BSP-4711 Bug Cloud VPN does not reset last valid connection

BSP-4666 Bug Network DNS entry cannot be removed
Touch does not work properly when we switch from auto

Hepates Bug detect display orientation at boot

BSP-3275 Bug High memory usage after pressure test on VNC server

BSP-3275 Bug VNC service limited to maximum 10 simultaneous client
connections

BSP-3274 Bug Web' man_agement interface does not work if data
partition is full

BSP-3261 Bug Q and A keys are inverted in the French keyboard layout

BSP-3221 Bug Network restart takes 50 sec when mobile is enabled + fix
empty reg stat

BSP-3186 Bug Graphical issues on VNC using tight encoding

BSP-2979 Bug Issues with temporary storage tmpfs

BSP-6154 Feature Add legal section in SystemSettings

BSP-5865 Feature Add option in System Settings to disable GPU g2d for
browser panels

BSP-5522 Feature Fixed issues with NTP Server

BSP-5513 Feature Add support for new display eX710-eX710M
Extends the Firewall Service to allow the specified

S Feature domains to be whitelisted or blacklisted

BSP-4861 Feature Cloud Agent configuration via machine.ini

BSP-478 Feature UN6xE Make network interface priorities configurable
(metric)

BSP-4584 Feature Disable kernel magic keys support
FRAM Backup / Restore from USB updater, System

S Feature Settings and Manage Target in JMobile

BSP-3293 Feature Improve video player performance on i.MX6 ex700 /
JSmart700

BSP-3262 Feature LED control REST API

BSP-3232 Feature Reduce the number of supported multimedia codecs

BSP-3101 Feature Add Mono Yocto layer

BSP-2795 Feature IEEE 802.1x wired support - Case ID: 202104334

BSP-2109 Feature Update to QT5.15

BSP-1635 Feature Suppgrt for installing Docker Application and related
containers

BSP-5618 S CORS are enabled even if disabled from System Settings

BSP-5617 S Enable Content Security Policy (CSP) for System Settings
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Add option to disable external USB devices in system

BSP-4627 S settings

BSP-3428 CA-certificates are installed on a non-standard path

BSP-3237 Add ssh client to ConfigOS image

BSP-3149 S ;r;llltl:lsceiigtiggtsefzgaz;;\gerrg time when we edit and save,
Make sure OpenSSL libraries accept only TLS version

BSP-3140 S
1.2 or greater

BSP-3088 S Set SameSite=strict for all cookies

BSP-3055 S Is?osrizur;z)s/;xgrz add reauthorization before showing the

BSP-3025 Disable user "user" by default

BSP-2923 Update openssh to 9.6

BSP-2425 Implement loading custom VNC server certificate

BSP-1844 S Irzggf:S:;—TP Strict-Transport-Security headers in HTTPS
Implement account lockout or authentication throttling

BSP-1823 S and random delays. Protection against Brute Force
Attacks

BSP-1817 S Enforce idle and absolute session timeouts

BSP-1816 S Implement cookie-based authentication sessions

BSP-1815 S Use anti-Cross-Site Request Forgery (CSRF) tokens

BSP-5926 C CVE-2024-6387

BSP-5863 C CVE-2021-3520

BSP-5805 C \(/Iv\lelia-lfr(])§§>;;18795 (SSH Terrapin Prefix Truncation

BSP-5736 C CVE-2021-47194

BSP-5715 C CVE-2019-25162

BSP-5687 C C-2021-46936

BSP-5663 C C-2023-52449

BSP-5630 C C-2024-25739

BSP-5620 C C-2023-50387

BSP-5599 C C-2024-25062

BSP-5585 C C-2024-1086

BSP-5575 C C-2023-52356

BSP-5574 C C-2023-52355

BSP-5571 C C-2024-0409

BSP-5565 C C-2023-42915

BSP-5557 C C-2024-0775

BSP-5555 C C-2024-0607

BSP-5554 C C-2023-6816

BSP-5549 C C-2024-0567

BSP-5547 C C-2024-0553

BSP-5534 C C-2023-6004

BSP-5532 C C-2022-48619

BSP-5526 C C-2022-2586

BSP-5509 C C-2023-6228

BSP-5508 C C-2023-51384
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BSP-5507 C C-2023-48795

BSP-5506 C CVE-2023-51385

BSP-5505 C CVE-2023-42465

BSP-5504 C C-2023-6932

BSP-5500 C C-2023-35001

BSP-5499 C C-2023-51714

BSP-5498 C CVE-2023-7104

BSP-5492 C C-2023-46219

BSP-5468 C C-2023-46218

BSP-5454 C C-2023-6277

BSP-5411 C C-2023-38473

BSP-5410 C C-2023-38472

BSP-5409 C C-2023-38471

BSP-5408 C C-2023-38470

BSP-5407 C C-2023-38469

BSP-5384 C CVE-2023-38546

BSP-5383 C C-2023-3338

BSP-5381 C CVE-2023-38545

BSP-5374 C C-2023-45863

BSP-5370 C CVE-2023-45871

BSP-5369 C CVE-2023-45853

BSP-5368 C C-2023-42752

BSP-5367 C C-2023-44487

BSP-5363 C CVE-2023-39194

BSP-5362 C CVE-2023-43786

BSP-5361 C CVE-2023-43785

BSP-5360 C CVE-2023-42754

BSP-5355 C CVE-2023-45322

BSP-5354 C CVE-2023-43787

BSP-5345 C CVE-2023-41175 (tiff)

BSP-5344 C CVE-2023-40745 (tiff)

BSP-5337 C CVE-2023-4911 (glibc)

BSP-5333 C CVE-2019-19447 (linux-imx-rt)

BSP-5331 C CVE-2023-5197 (linux-imx-rt)

BSP-5321 C CVE-2019-18397 (fribidi)

BSP-5320 C CVE-2022-25308 (fribidi)

BSP-5317 C CVE-2023-43114 (gtbase)

BSP-5316 C CVE-2023-32611 (glib-2.0)

BSP-5313 C CVE-2023-4156 (gawk)

BSP-5312 C CVE-2023-5156 (glibc)

BSP-5311 C CVE-2023-38039 (curl)

BSP-5310 C CVE-2023-32643 (glib-2.0)

BSP-5303 C C-2020-36766 (linux-imx-rt)

BSP-5302 C CVE-2023-32665 (glib-2.0)

BSP-5300 C CVE-2023-32636 (glib-2.0)

BSP-5299 C CVE-2023-29499 (glib-2.0)
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BSP-5298 C CVE-2023-4813 (glibc)
BSP-5296 C CVE-2023-3777 (linux-imx-rt)
BSP-5294 C CVE-2023-4863 (libwebp)
BSP-5287 C CVE-2023-4881 (linux-imx-rt)
BSP-5284 C CVE-2023-40217 (python3)
BSP-5283 C CVE-2023-4244 (linux-imx-rt)
BSP-5282 C CVE-2023-4622 (linux-imx-rt)
BSP-5281 C CVE-2023-4015 (linux-imx-rt)
BSP-5266 C CVE-2022-48174 (busybox)
BSP-5262 C CVE-2022-40090 (tiff)
BSP-5261 C CVE-2021-32292 (json-c)
BSP-5260 C CVE-2020-22219 (flac)
BSP-5248 C CVE-2020-21047 (elfutils)
BSP-5246 C CVE-2023-37369 (gtbase)
BSP-5230 C CVE-2023-4273 (linux-ti)
BSP-5227 C CVE-2023-4147 (linux-ti)
BSP-5216 C CVE-2023-3817 (openssl)
BSP-5211 C CVE-2023-38408 (openssh)
BSP-5207 C CVE-2023-3773 (linux-imx-rt)
BSP-5205 C CVE-2023-32001 (curl)
BSP-5204 C C-2023-4016 (procps)
BSP-5203 C CVE-2022-1729 (linux-imx-rt)
BSP-5201 C CVE-2023-3610 (linux-imx-rt)
BSP-5200 C CVE-2023-4004 (linux-imx-rt)
BSP-5196 C CVE-2023-3863 (linux-ti)
BSP-5195 C CVE-2023-3772 (linux-ti)
BSP-5190 C CVE-2023-3567 (linux-ti)
BSP-5186 C CVE-2023-3812 (linux-ti)
BSP-5175 C CVE-2022-33065 (libsndfile1)
BSP-5162 C CVE-2023-38197 (qtbase)
BSP-5161 C CVE-2022-41409 (libpcre2)
BSP-5154 C CVE-2020-16135 (libssh)
BSP-5153 C CVE-2023-3618 (tiff)
BSP-5152 C CVE-2022-25636 (linux-imx-rt)
BSP-5147 C CVE-2022-3553 (xserver-xorg)
BSP-5145 C CVE-2020-29074 (x11vnc)
BSP-5100 C CVE-2021-3502 (avahi)
BSP-5076 C CVE-2023-26551 (ntp)
BSP-5075 C CVE-2023-26554 (ntp)
BSP-5074 C CVE-2023-26552 (ntp)
BSP-5073 C CVE-2023-26553 (ntp)
BSP-5061 C CVE-2023-26555 (ntp)
BSP-5060 C CVE-2023-34969 (dbus)
BSP-5055 C CVE-2023-1295 (linux-imx-rt)
BSP-5053 C CVE-2022-26488 (python3)
BSP-5051 C CVE-2023-0361 (gnutls)
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BSP-5040 C CVE-2023-36632 (python3)
BSP-5037 C CVE-2022-30065 (busybox)
BSP-5027 C CVE-2021-41072 (squashfs-tools)
BSP-5023 C C-2023-0687 (glibc)
BSP-5022 C CVE-2022-1664 (dpkg)
BSP-5011 C CVE-2023-31124 (c-ares)
BSP-5010 C CVE-2023-37453 (linux-ti)
BSP-5002 C CVE-2023-37454 (linux-ti)
BSP-5000 C CVE-2023-1206 (linux-ti)
BSP-4999 C CVE-2023-31130 (c-ares)
BSP-4998 C CVE-2023-31147 (c-ares)
BSP-4997 C CVE-2023-32067 (c-ares)
BSP-4996 C CVE-2023-3138 (libx11)
BSP-4993 C CVE-2023-3390 (linux-ti)
BSP-4991 C CVE-2022-4904 (c-ares)
BSP-4987 C CVE-2023-1999 (libwebp)
BSP-4984 C CVE-2023-36191 (sqlite3)
BSP-4983 C CVE-2023-3316 (tiff)
BSP-4976 C CVE-2023-26965 (tiff)
BSP-4975 C CVE-2023-25435 (tiff)
BSP-4965 C CVE-2023-25434 (tiff)
BSP-4955 C CVE-2023-3161 (linux-imx-rt)
BSP-4954 C CVE-2023-2603 (libcap)
BSP-4950 C CVE-2023-34410 (gtbase)
BSP-4935 C CVE-2023-32762 (qtbase)
BSP-4933 C CVE-2023-28320 (curl)
BSP-4932 C CVE-2023-2804 (libjpeg-turbo)
BSP-4931 C CVE-2023-32763 (qtbase)
BSP-4930 C CVE-2023-33285 (qtbase)
BSP-4929 C CVE-2023-28319 (curl)
BSP-4928 C CVE-2023-28321 (curl)
BSP-4927 C CVE-2023-2650 (openssl)
BSP-4926 C CVE-2023-28322 (curl)
BSP-4921 C CVE-2023-33203 (linux-imx-rt)
BSP-4913 C CVE-2023-29383 (shadow)
BSP-4911 C CVE-2023-0458 (linux-ti)
BSP-4909 C CVE-2023-1582 (linux-ti)
BSP-4904 C CVE-2023-2166 (linux-ti)
BSP-4901 C CVE-2023-1916 (tiff)
BSP-4898 C CVE-2023-29469 (libxml2)
BSP-4897 C CVE-2023-28484 (libxml2)
BSP-4896 C CVE-2023-2513 (linux-ti)
BSP-4888 C CVE-2023-32573 (qtsvg)
BSP-4887 C CVE-2023-24607 (qtbase)
BSP-4886 C CVE-2023-1393 (xserver-xorg)
BSP-4884 C CVE-2023-32233 (linux-ti)
Panasonic Industry Europe GmbH Page 12-17 12.June. 2025

HMe, HMx700, HMs700 UN60 UN5 BSP 3.1.605 Release Notes.docx


https://industry.panasonic.eu/

BSP-4883 C CVE-2023-29491 (ncurses)
BSP-4882 C CVE-2023-1829 (linux-ti)
BSP-4852 C CVE-2022-2978 (linux-imx-rt)
BSP-4841 C CVE-2023-27538 (curl)
BSP-4840 C CVE-2023-1076 (linux-ti)
BSP-4837 C CVE-2023-27535 (curl)
BSP-4835 C CVE-2022-48434 (ffmpeg)
BSP-4834 C CVE-2023-27534 (curl)
BSP-4833 C CVE-2023-27533 (curl)
BSP-4832 C CVE-2023-27536 (curl)
BSP-4826 C CVE-2023-0465 (openssl)
BSP-4822 C CVE-2023-1073 (linux-imx-rt)
BSP-4821 C CVE-2023-1380 (linux-imx-rt)
BSP-4817 C CVE-2023-1077 (linux-imx-rt)
BSP-4808 C CVE-2023-0590 (linux-imx-rt)
BSP-4807 C CVE-2023-1249 (linux-imx-rt)
BSP-4805 C CVE-2023-0464 (openssl)
BSP-4795 C CVE-2023-0386 (linux-imx-rt)
BSP-4794 C CVE-2023-28772 (linux-imx-rt)
BSP-4785 C CVE-2023-28487 (sudo)
BSP-4784 C CVE-2023-28486 (sudo)
BSP-4782 C CVE-2023-28450 (dnsmasq)
BSP-4780 C CVE-2023-28531 (openssh)
BSP-4771 C CVE-2023-23004 (linux-ti)
BSP-4770 C CVE-2023-27320 (sudo)
BSP-4768 C CVE-2023-0461 (linux-ti)
BSP-4745 C CVE-2020-24588 (linux-ti)
BSP-4740 C CVE-2023-1095 (linux-ti)
BSP-4733 C CVE-2023-23915 (curl)
BSP-4728 C CVE-2023-23916 (curl)
BSP-4726 C CVE-2021-3760 (linux-ti)
BSP-4724 C CVE-2023-23000 (linux-ti)
BSP-4713 C CVE-2023-23914 (curl)
BSP-4695 C CVE-2022-4304 (openssl)
BSP-4687 C CVE-2023-0286 (openssl)
BSP-4686 C CVE-2022-4450 (openssl)
BSP-4685 C CVE-2023-0215 (openssl)
BSP-4680 C CVE-2023-25193 (harfbuzz)
BSP-4674 C CVE-2023-0394 (linux-ti)
BSP-4672 C CVE-2022-48303 (tar)
BSP-4670 C CVE-2023-0266 (linux-ti)
BSP-4655 C CVE-2022-48281 (tiff)
BSP-4653 C CVE-2022-3341 (ffmpeg)
BSP-4652 C CVE-2023-22809 (sudo)
BSP-4642 C CVE-2022-47929 (linux-imx-rt)
BSP-4640 C CVE-2022-4743 (libsdlI2)
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BSP-4637 C CVE-2022-2964 (linux-imx-rt)
BSP-4636 C CVE-2022-2639 (linux-imx-rt)
BSP-4625 C CVE-2020-16294 (ghostscript)
BSP-4624 C CVE-2020-16295 (ghostscript)
BSP-4623 C CVE-2020-16296 (ghostscript)
BSP-4622 C CVE-2020-16297 (ghostscript)
BSP-4621 C CVE-2020-16287 (ghostscript)
BSP-4620 C CVE-2020-16298 (ghostscript)
BSP-4619 C CVE-2018-16435 (lcms)
BSP-4618 C CVE-2020-16299 (ghostscript)
BSP-4617 C CVE-2020-16288 (ghostscript)
BSP-4616 C CVE-2020-16289 (ghostscript)
BSP-4615 C CVE-2020-16290 (ghostscript)
BSP-4614 C CVE-2020-16291 (ghostscript)
BSP-4613 C CVE-2020-16300 (ghostscript)
BSP-4612 C CVE-2020-16292 (ghostscript)
BSP-4611 C CVE-2020-16293 (ghostscript)
BSP-4610 C CVE-2020-16301 (ghostscript)
BSP-4609 C CVE-2020-16308 (ghostscript)
BSP-4608 C CVE-2020-27792 (ghostscript)
BSP-4607 C CVE-2016-10165 (lcms)
BSP-4606 C CVE-2019-14811 (ghostscript)
BSP-4605 C CVE-2019-14817 (ghostscript)
BSP-4604 C CVE-2019-14812 (ghostscript)
BSP-4603 C CVE-2022-38784 (poppler)
BSP-4602 C CVE-2022-38171 (poppler)
BSP-4601 C CVE-2021-30860 (poppler)
BSP-4600 C CVE-2019-10216 (ghostscript)
BSP-4599 C CVE-2019-14869 (ghostscript)
BSP-4598 C CVE-2019-14813 (ghostscript)
BSP-4593 C CVE-2008-1033 (cups)
BSP-4592 C CVE-2021-25317 (cups)
BSP-4591 C CVE-2022-26691 (cups)
BSP-4590 C CVE-2018-6553 (cups)
BSP-4579 C CVE-2022-4662 (linux-imx-rt)
BSP-4576 C CVE-2022-43551 (curl)
BSP-4574 C CVE-2022-3715 (bash)
BSP-4554 C CVE-2022-3115 (linux-ti)
BSP-4552 C CVE-2022-3109 (ffmpeg)
BSP-4548 C CVE-2022-3964 (ffmpeg)
BSP-4546 C CVE-2022-4603 (ppp)
BSP-4530 C CVE-2022-35260 (curl)
BSP-4529 C CVE-2022-46908 (sqlite3)
BSP-4528 C CVE-2022-32221 (curl)
BSP-4507 C CVE-2022-40303 (libxml2)
BSP-4505 C CVE-2022-40304 (libxml2)
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BSP-4502 C CVE-2022-3970 (tiff)
BSP-4481 C CVE-2022-44793 (net-snmp)
BSP-4480 C CVE-2022-44792 (net-snmp)
BSP-4479 C CVE-2022-43945 (linux-imx-rt)
BSP-4478 C CVE-2022-44638 (pixman)
BSP-4465 C CVE-2022-43995 (sudo)
BSP-4464 C CVE-2022-2053 (tiff)
BSP-4463 C CVE-2021-36690 (sqlite3)
BSP-4462 C CVE-2022-42916 (curl)
BSP-4459 C CVE-2022-42915 (curl)
BSP-4453 C CVE-2021-46848 (libtasn1)
BSP-4432 C CVE-2022-41741 (nginx)
BSP-4422 C CVE-2022-3626 (tiff)
BSP-4421 C CVE-2022-3599 (tiff)
BSP-4420 C CVE-2022-3598 (tiff)
BSP-4419 C CVE-2022-3597 (tiff)
BSP-4418 C CVE-2022-3627 (tiff)
BSP-4417 C CVE-2022-3566 (linux-imx-rt)
BSP-4416 C CVE-2022-3567 (linux-imx-rt)
BSP-4415 C CVE-2022-3594 (linux-imx-rt)
BSP-4412 C CVE-2022-3570 (tiff)
BSP-4408 C CVE-2022-3542 (linux-imx-rt)
BSP-4390 C CVE-2012-6687 (fcgi)
BSP-4389 C CVE-2022-3435 (linux-imx-rt)
BSP-4386 C CVE-2022-42703 (linux-imx-rt)
BSP-4385 C CVE-2022-42721 (linux-imx-rt)
BSP-4384 C CVE-2022-42722 (linux-imx-rt)
BSP-4375 C CVE-2021-28691 (linux-imx-rt)
BSP-4369 C CVE-2022-0847 (linux-imx-rt)
BSP-4365 C CVE-2022-0185 (linux-imx-rt)
BSP-4350 C CVE-2021-3782 (wayland)
BSP-4348 C CVE-2022-35252 (curl)
BSP-4342 C CVE-2022-1475 (ffmpeg)
BSP-4341 C CVE-2021-3566 (ffmpeg)
BSP-4338 C CVE-2022-41218 (linux-ti)
BSP-4337 C CVE-2020-20902 (ffmpeg)
BSP-4336 C CVE-2021-38291 (ffmpeg)
BSP-4335 C CVE-2021-38094 (ffmpeg)
BSP-4334 C CVE-2021-38093 (ffmpeg)
BSP-4333 C CVE-2021-38092 (ffmpeg)
BSP-4332 C CVE-2021-38091 (ffmpeg)
BSP-4331 C CVE-2021-38090 (ffmpeg)
BSP-4330 C CVE-2020-20898 (ffmpeg)
BSP-4329 C CVE-2020-20896 (ffmpeg)
BSP-4328 C CVE-2020-20892 (ffmpeg)
BSP-4328 C CVE-2020-20892 (ffmpeg)
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BSP-4327 C CVE-2020-20891 (ffmpeq)

BSP-4249 C CVE-2022-0168 (linux-imx-rt)

BSP-4196 C CVE-2022-39188 (linux-imx-rt)

BSP-4193 C CVE-2022-40307 (linux-imx-rt)

BSP-4180 C CVE-2020-27820 (linux-imx-rt)

BSP-4165 C CVE-2022-2663 (linux-imx-rt)

BSP-4135 C CVE-2021-3759 (linux-imx-rt)

BSP-4059 C CVE-2022-36879 (linux-imx-rt)

BSP-4035 C CVE-2022-2078 (linux-imx-rt)

BSP-4025 C CVE-2022-39190 (linux-imx-rt)

BSP-4022 C CVE-2022-2380 (linux-imx-rt)

BSP-4016 C C-2021-30470 (podofo)

BSP-3940 C C-2021-30469 (podofo)

BSP-3916 C C-2021-30471 (podofo)

BSP-3906 C CVE-2020-36516 (linux-imx-rt)

BSP-3855 C CVE-2021-4209 (gnutls)

BSP-3775 C CVE-2021-44733 (linux-imx-rt)

BSP-3571 C C-2021-30472 (podofo)

BSP-3545 C CVE-2022-2977 (linux-imx-rt)

BSP-3426 C CVE-2022-29824 (libxslt)

BSP-3420 C CVE-2021-3999 (glibc)

BSP-3419 C CVE-2019-11331 (ntp)

BSP-3418 C CVE-2021-38593 (gtbase)

BSP-3414 C CVE-2021-3672 (c-ares)

BSP-3412 C CVE-2020-1730 (libssh)

BSP-3411 C CVE-2019-14889 (libssh)
CVE-2021-45951, CVE-2021-45952, CVE-2021-45953, CVE-

BSP-3410 C 2021-45954, CVE-2021-45955, CVE-2021-45956, CVE-2021-
45957 (dnsmasq)

BSP-3408 C CVE-2022-1920 (gstreamer1.0-plugins-good)

BSP-3406 C CVE-2013-4235 (shadow)

BSP-3405 C CVE-2016-3709 (libxml2)

BSP-3404 C CVE-2021-3618 (nginx)

BSP-3403 C CVE-2022-0934 (dnsmasq)

BSP-3401 C CVE-2015-8981 CVE-2018-14320 (podofo)
CVE-2022-1921, CVE-2022-1922, CVE-2022-1923, CVE-2022-

BSP-3400 C 1924, CVE-2022-1925, CVE-2022-2122 gstreamer1.0-
plugins-good

BSP-3399 C CVE-2022-2953 (libtiff)

BSP-3398 C CVE-2020-29260 (libvncserver)

BSP-3397 C CVE-2021-4122 (cryptsetup)

BSP-3396 C CVE-2022-35737 (sqlite3)

BSP-3395 C CVE-2021-46828 (libtirpc)

BSP-3394 C CVE-2022-29154 (rsync )

BSP-3393 C CVE-2021-4209 (gnutls)

BSP-3391 C CVE-2020-35538 (libjpeg-turbo)

BSP-3390 C CVE-2022-2509 (gnutls)

Panasonic Industry Europe GmbH

Page 16 -17 12.June. 2025

HMe, HMx700, HMs700 UN60 UN5 BSP 3.1.605 Release Notes.docx


https://industry.panasonic.eu/

BSP-3389 C CVE-2021-46829 (gdk-pixbuf)

BSP-3387 C CVE-2022-1271 (gzip)

BSP-3386 C CVE-2022-37434 (zlib)
CVE-2022-2867, CVE-2022-2868, CVE-2022-2869, CVE-2022-

BSP-3375 C 34526, CVE-2022-2056, CVE-2022-2057, CVE-2022-2058
(libtiff)

BSP-3263 C CVE-2022-2068 (openssl)

BSP-3213 C CVE-2022-28391 (busybox)

BSP-3212 C &\!5;}(/)52)27404, CVE-2022-27405, CVE-2022-27406

BSP-3200 C CVE-2022-1292 (openssl)

BSP-3143 C CVE-2018-25032 (zlib)

BSP-3135 C CVE-2022-23308 (libxml)

BSP-3133 C CVE-2022-0547 (openvpn)

BSP-3132 C CVE-2022-0778 (openssl)

BSP-3131 C CVE-2022-0865, CVE-2022-0891, CVE-2022-0907, CVE-2022-
0908, CVE-2022-0909, CVE-2022-0924 (libtiff)

BSP-3048 C us01 us03 us04 ns01 kernel 4.14 CVE fixes #7

BSP-2772 C CVE-2021-33574 (glibc)

BSP-2770 C CVE-2021-23017 (nginx)

BSP-2726 C CVE-2020-15078, CVE-2020-27569 (OpenVPN)

BSP-2718 C CVE-2020-8252 (nodejs)

BSP-2717 C CVE-2019-16275, CVE-2019-5061, CVE-2021-0326, CVE-2021-
27803, CVE-2020-12695 (hostapd)
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